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TepMHHBI U OnIpeIeSIeHUst

ABTOMATH3HPOBAHHASI CHCTEMAa — CHCTEMa, COCTOAIIAs M3 MEepcoHajda U KOMIUIEKCa
CPEICTB aBTOMATHU3ALIUU €ro JESTENIbHOCTH, pPeaju3yromas HH(OOPMALUOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS YCTAHOBIICHHBIX (DYHKITHIA.

ABTOMaTI/I3I/Ip0BaHH06 paﬁoqee MECTO — HpOI‘paMMHO-TGXHI/I‘-ICCKI/Iﬁ KOMIIJICKC,
Hpe,I[Ha?)Ha‘IeHHI)Iﬁ IJI1 aBTOMaTu3aluu OIPEACICHHOIO Buaa ACATCIIBHOCTH.

ATTecTanusi aBTOMATH3MPOBAHHOW CHCTEMbI — TIPOIIECC KOMIUICKCHOW MPOBEPKU
BBITIOJTHEHUS 33JJaHHBIX (DYHKIIUH aBTOMATH3UPOBAHHOW CHCTEMBI IO O0pabOTKE 3alIuIaeMoit
UHPOPMAILIUK Ha COOTBETCTBHE TPEOOBAHUSAM CTaHIAPTOB W/WIM HOPMATHBHBIX JOKYMEHTOB B
obnactu 3amuThl HHPOpMAKK U O0QOPMIICHHUS JOKYMEHTOB O €€ COOTBETCTBUU TPEOOBaHUSM
06e30macHOCTH HH(GOPMAIIHH.

AyTeHTH(UKANUS — IPOBEPKA IPUHAJIEKHOCTU CYOBEKTY JOCTYIA IPEbSIBICHHOIO UM
UAECHTU(PUKATOPA, TOATBEPKICHNUE €ro MOTMHHOCTH.

Be3onacHocth  mMHpOpMAIMH —  COCTOSHUE  3alIUIICHHOCTH  WH(OpMaIuu,
o0pabaTsiBacMOM CpeICTBAMHU BHIYMCIUTEIIBHON TEXHUKH HJIM aBTOMATH3UPOBAHHOW CHCTEMBI, OT
BHYTPEHHUX U BHEUTHUX yIPO3.

I'ocynapcrBennasi uHdopmanuonnasi cucrema — QenepanpHas uHGOPMaIMOHHAS
CUCTEMa U PETMOHANIbHAS MH(POPMAIIMOHHAS CUCTEMA, CO3/IaHHAs HA OCHOBAaHUHU COOTBETCTBEHHO
denepanbHOrO 3aKOHa, 3akoHa cyobekta Poccuiickoit denepanny, Ha OCHOBAaHHH IPABOBBIX
aKTOB rOCYJJapCTBEHHBIX OPTaHOB.

HoctynHocTs  uHpoOpManmum —  COCTOSIHHME  HMHPOpPMAIMH,  XapaKTepusyemoe
CIIOCOOHOCTBIO TEXHUYECKMX CPEACTB M HWH(POPMAIMOHHBIX TEXHOJOTMH obecreunBaTh
OecIpensaTCTBEeHHbIN JOCTYN K MHPOPMaIUU CyObEKTOB, UMEIOIIUX Ha 3TO MOJTHOMOYUS.

3ammura MHpOpMaNUM — NEATEIbHOCTh, HANpPABICHHAs Ha IPEJOTBPAIICHHUE YTEUKU
3amuuaeMon MHGOpMauy, HECAaHKIIMOHUPOBAHHBIX U HENpeAHAMEPEHHBIX BO3ACUCTBUU Ha
3alUIAEMYI0 HHPOPMALIUIO.

SammuaeMaﬂ I/IH(l)OpMaIII/lﬂ - I/IH(I)OpMaI_[I/IH, ABJIAOIIasACA IMPEAMCTOM COOCTBEHHOCTH U
noayieKanias 3alliuTe B COOTBETCTBHUU C Tp€6OBaHPI5[MI/I HOPMAaTHUBHBIX U MPAaBOBbBIX JOKYMCHTOB
HNJIn Tpe6OBaHI/I$IMI/I, YCTaHAaBJIMBACMbIMU COOCTBEHHUKOM I/IHCI)OpMaI_II/II/I.

HNudopmanuonnasi cucreMa — COBOKYIMHOCTH CoOJepXKamieiicss B 0a3ax JaHHBIX
uH(pOopMaIiu U 00ecTeuynBaronux ee 00padboTKy HH()OPMAIIMOHHBIX TEXHOJIOTUH M TEXHUUECKHUX
CPENCTB.

NudopmanuonHasi cucreMa NepcoOHANbHBIX JaHHBIX — HH(OpMAlMOHHAs CUCTEMA,
IpeJCTaBIIsAIoas COO0ONH COBOKYITHOCTh MEPCOHATBHBIX JaHHBIX, COIEPKAIINXCS B 0a3e TaHHbIX,
a Tak)Ke MH(OOPMALIMOHHBIX TEXHOJIOTHHM M TEXHUYECKUX CPEJCTB, MO3BOJISIONIUX OCYILECTBIATh
00pabOTKy TaKUX MEPCOHATBHBIX JAaHHBIX C MCIOJIb30BAHUEM CPEJICTB aBTOMATU3ALUHU UK 0e3
WCITOJIb30BaHUs TAKUX CPEACTB.

NHpopMaLMOHHO-TEJIEKOMMYHHKAIMOHHAA Ce€Th — TEXHOJOTHYECKAasl CHUCTEMA,
npeHa3HaueHHas Ui Tepefadd 10 JUHUAM CBSI3M MHGOpPMaluu, JOCTYyll K KOTOpOH
OCYILIECTBIISIETCS C UCITOJIb30BAHUEM CPEJCTB BBIYMCIUTEIBHON TEXHUKHU.

Kinace 3amMIIeHHOCTH  aBTOMATH3MPOBAHHON  CHCTeMbl —  OINpeJcleHHas
COBOKYITHOCTh TpeboBaHU o 3a1uTe ABTOMATU3HPOBAHHOMN CHUCTEMBI OT
HECaHKIMOHUPOBAHHOTO JOCTYIAa K UH(POPMAIIHIH.

KomMmepueckas TaiiHa — pe>kuM KOH(QHICHIIMATBHOCTH HH(POPMAIINH, TIO3BOJISIOLINHA ee
o0JIaaTeNio MPH CYIIECTBYIONIMX MM BO3MOXHBIX OOCTOSITENBCTBAX YBEJIUYUTH JIOXOIBI,
n30eKaTh HEONPaBAAHHBIX PACXOJI0B, COXPAHUTH IOJIOKEHHE HA PhIHKE TOBapoOB, padoT, yCIyr
WU TIOJTYYUTh HHYIO KOMMEPYECKYIO BBITOTY;



Konpunenuuaabnass uaopmanusi — uHGOpMaNKs C OrPaHUUYEHHBIM JIOCTYIIOM, HE
coJepskallasi CBEIEHUI COCTABIAIOIIMX TOCYAAPCTBEHHYIO TallHy, JOCTYIl K KOTOpPOH
OTpaHMYMBAETCS B COOTBETCTBUM C 3aKOHOAATenbCcTBOM Poccuiickoit @Dexepanuu  wiu
oOnagareneM HHGOpPMALIUU.

KonpuaeHuuajibHocTh HH(POPMAUMH — 00s3aTCIIBHOE JUISI BBIOJTHCHHUS JIUIIOM,
MOJIYYUBITUM JIOCTYI K OMpeAelieHHOW WHopManuu, TpeOOBaHHE HE IMepelaBaTh TaKYHo
nH(OpMaIHIO TPETHUM JIUIaM O0e3 corjiacus ee 00JiamaTers.

HecaHKUMOHUPOBAHHBIA  JOCTYNl — TIOJYYCHHE 3allMInaeMod  HHGOpMAIIN
3aMHTEPECOBAHHBIM CYOBEKTOM C HApYIICHHEM YCTAHOBJICHHBIX HOPMATHBHBIMHU IPABOBBIMU
JOKyMEHTaMU WU obnaaarereM HHGOpMAalMK MpaB WM IMpaBWI JOCTYyNa K 3allydiiaeMoin
uHpOpMaLnH.

Oo0padoTka mHpOpMAUMU — COBOKYIHOCTH orepanuii cOopa, HAKOIUIEHHs, BBOJA,
BBIBOJIa, TIpUEMa, TIepeiadyr, 3aIiCH, XPAHEHUS, PETHCTPALUN, YHUYTOXKCHUS, IPEOOPa30BaAHHUS,
0TOOpayKeHHsI, OCYILIECTBIIIEMBIX HaJl HH()OpMAITHEH.

OO0paGoTKka mNepCOHAJBLHBIX [JAHHBIX — JEHCTBUS (Omepaluu) C MepPCOHATbHBIMU
JAHHBIMHU, BKITFO4Yas cOOp, CUCTEeMATH3AIUI0, HAKOIICHUE, XpaHEeHUE, YTOUHEHUE (OOHOBIICHHE,
M3MEHEHHE), HCIOJIb30BaHUE, pacHpoCTpaHeHue (B TOM UHUCIe Iepenady), oOe3nMYuBaHuE,
0JIOKMPOBAHKE, YHUYTOKEHUE IEPCOHATIBHBIX JIAHHBIX.

Oneparop uHHGOPMALMOHHON CHCTEeMbI — TPAXAAHUH WM FOPUANYECKOE JIULIO,
OCYILECTBIISAIOLINE ACATEIbHOCTD M0 IKCIUTyaTallMi HH(POPMALIMOHHON CUCTEMBI, B TOM YHUCIIE 110
00paboTke nHpOpMAIUH, CoIepIKAIIEHCS B ¢ 0a3ax JaHHBIX.

Oneparop nHPOPMAIMOHHONH CHCTEMBI MEPCOHATBHBIX JAHHBIX — FOCYIaPCTBEHHBIN
OpraH, MyHHUIIMIAIbHBIA OpraH, I0pUIAXYecKoe WiH (PU3NYECKOe JTUII0, OpTaHU3YIOIIHUe U (UIIH)
OCYIIECTBIISIFONIME 00pabOTKY TEepCOHANBHBIX JaHHBIX, a TAaKKe OIPENEISIONIe Lend |
coJiep>kaHue 00pabOTKU MEPCOHANBHBIX JaHHBIX.

IlepconasibHble JaHHBbIe — Jt00as UHPOPMAIIKS, OTHOCSINASACA K ONPEIEICHHOMY WU
onpeseNsieMOMY Ha OCHOBaHMM Takoil uHpopmauuu QusnueckoMy sy (CyOBEeKTy
NEPCOHAIBHBIX JAaHHBIX), B TOM YHUCIE €ro (GaMuius, UMs, OTYECTBO, JaTa U MECTO POKICHUS,
azipec, ceMeifHoe, collnanbHOe, UMYIIECTBEHHOE MOJIOKEHHEe, 00pa3oBaHue, Ipodeccus, 10X0bl
U Apyras "HpopManus.

Cucrema 3amuThl HH(POPMANMM B AaBTOMATHU3HPOBAHHONW — CHCTEME COBOKYIHOCTH
TEXHUYECKHUX, MPOrPpaMMHBIX M IMPOrPaMMHO-TEXHHUYECKUX CPEACTB 3alUThl MHPOpPMALUU U
CpeICTB KOHTPOJI 3 (HEKTUBHOCTHU 3aLIUTHI HHPOPMAIIT

Cucrema obecrieyeHusi 6e30MACHOCTH HH(POPMALIMH — COBOKYTHOCTh OPTraHOB U (WJIN)
UCTIOJIHUTEIIEH, UCIIOb3YEMbIX UMHU CPECTB 3allUThl HHPOPMALIUH, a TAKKe 00bEKTOB 3aIUTHI,
OpraHu30BaHHass U (PYHKIMOHHUPYIOIIAsl MO IpaBHJIaM, YCTAHOBJIEHHBIM COOTBETCTBYIOLIUMU
IPaBOBBIMH, OPTraHU3aIIMOHHO-PACTIOPSIIUTEILHBIMU 1 HOPMAaTUBHBIMH IOKyMEHTaMHU B 00J1acTH
3alUThl HHOPMAIUH.

CpencrtBo 3ammThl MHPOPMAIUM — TEXHUUYECKOE, TPOrPaMMHOE CPEJCTBO, BEIIECTBO
W/WIIM MaTepua, npeJHasHauYeHHbIE WM UCTIOIb3YyeMblIe [T 3alUThl HHPOPMAIUH.

TexHn4yeckas 3a1UTa KOHPUACHIHAIBHOH HHPOPMALMH — KOMIUIEKC MEPOITPUATUI 1
(MM yCIIyT 10 €€ 3alIUTe OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA, B TOM YHUCIIE U 10 TEXHUYECKUM
KaHaJaM, a TakXe OT CIELUUAJbHBIX BO3JEHCTBUI Ha Takyl0 HHPOPMALMIO B LEIIX €e
YHUYTO)KCHUS, HICKAKCHNS WK OJIOKMPOBAHUS JIOCTYIA K HEH.

HenoctHocTs  MH(pOPMANUMM  —  COCTOSHUE  3AlUIICHHOCTH  HH(OpPMAIUH,
XapaKTepU3yeMoe CIIOCOOHOCTHIO0 aBTOMAaTH3UPOBAHHOM CHCTEMBI 00ECTICUnBaTh COXPAHHOCTh H
HEU3MCHHOCTD I/IH(I)OpMaL[I/II/I npu TMONbITKAX HCCAHKIIHUOHUPOBAHHBIX HJIN CJIy‘-I@.fIHLIX
BO3JICUCTBHI Ha HEE B Mpoliecce 00padOTKH WIIH XpaHEHUSI.



1. O01mme moj1oKeHus

Hacrosmuii nokyment «llonoxxeHne o mopsijKe OpraHu3aluy ¥ MPOBEACHUS paboT Mo 3amuTe
uH(pOpMallMd  OTPAaHUUYEHHOTO JIOCTyNa, HE cojepXalled CBEIEHUs, COCTaBJISIOLINX
roCyJapCTBEHHYIO TaliHy B ['ocynapcTBeHHOE OI0PKETHOE 00111e00pa30BaTeIbHOE yUpEeKICHUE
cpennsisi obmeoOpasoBatenpHas 1mikona Ne 325 ®dpynserckoro paiiona Cankt-IlerepOypra
(manee — IlomoskeHue) ornpenenseT elu, 3a1a4d U OCHOBHBIE MEPONPHUATHS 10 00eCIeUeHUIO
0e3omacHOCTH  HMH(QOpPMAIMM  OrPAaHUYEHHOTO  JIOCTyNa, HE COJEepKallel  CBeIeHus,
COCTaBJISIOLIUX roCy/1apCTBEHHYIO TaliHy B l'ocynapcrBenHoe OrOPKETHOE
001meoOpa3oBaTeIbHOE  yUpEXKACHUE CpenHss —olOmieoOpa3zoBarenbHas 1mikoiga Ne 325
®pynsenckoro paiiona Cankt-IletepOypra (nanee — YupexkacHue).

B cootBerctBumn ¢ Ykazom Ilpesunenta Poccuiickoit @enepanuu ot 06.03.1997 No 188
«O0 yTBEp)KICHUM TEPEYHS CBEIACHWN KOHQUIACHIIMATHLHOTO XapakTepa», B [loioxeHuu 1o
CBEJCHHUSIMH KOH(DHIEHIIMAIBHOTO XapaKkTepa MOHUMaeTcs cienytomnas napopmarus (naiee —
KW):

- Ceenenus o (hakrax, COOBITUAX U OOCTOSATENBLCTBAX YACTHOM JKU3HU I'PakJaHHHA,
MO3BOJISIONINE HICHTH(PUIMPOBATh €r0 JIMYHOCTH (NIEPCOHANBHBIC JaHHBIE), 32 MCKIIOYCHHUEM
CBEJICHUI, NOJUIeKALIMX PpACIpPOCTPAaHEHHIO B CpeACTBaX MaccoBod HHpopManuu B
YCTAaHOBIICHHBIX (hefiepalbHbIMU 3aKOHAMU CITydasiX;

- CnyxeOHble  CBEICHHSA, [JOCTYl K KOTOPBIM  OTPaHMYEH  OpTaHaMH
roCyIapCTBEHHOMU BIACTH B COOTBETCTBMH ¢ I'paxknanckum konexkcom Poccuiickoit @enepanyu u
denepanbHBIMU 3aKOHAMU (CITy>)KeOHas TaifHa);

- CseneHus, cBsi3aHHBIE ¢ IPO(ECCUOHATIBHON 1€ATENbHOCThIO, TOCTYI K KOTOPBIM
orpanudyeH B cootBeTcTBUM ¢ KoHctutynmei Poccuiickoit ®enepaunun u  denepaibHbIMU
3aKOHAMH (TaliHa epPEenCKH, Tee(OHHBIX IEPErOBOPOB, TOYTOBBIX OTIPABICHUM, TenerpadHbIX
WJIM MHBIX COOOIIICHUI M TaK jJajee).

[Tonoxxenue pa3paboTaHO B COOTBETCTBHU C JICUCTBYIOIIMM 3aKOHOJATEIHCTBOM PD B
obmactu 6e3onmacHoctu uHpopmanuu, a takke ['OCT u pykoBoasummu noxkymentamu (PJI)
OCTIK (I'ocrexxomuccun) Poccnu, mepedeHb KOTOPBIX TpuBeeH B Pazmene 9.

[lonoxxeHue sBIAETCS OCHOBOM Ui pa3pabOTKH JIOKAJIbHBIX HOPMATHUBHBIX aKTOB
VYupexaenus no odecrneueHno 0€30macHoCcTd MHHOpMAIIH.

[lonoxkeHne pacnpocTpaHsieTcss Ha BCEX COTPYAHUKOB YUPEXJIEHHUs, BKIKOYas
COTPYAHHUKOB, pabOTaIOIMUX IO JIOTOBOPY TMOApPsAa, a TakKe Ha COTPYJHHKOB CTOPOHHHX
OpraHu3aluii, B3aUMOJACUCTBYIOIMIMX C YUpEXKICHHMEM Ha OCHOBAHUM COOTBETCTBYIOIIMX
HOPMATHBHBIX, TPABOBBIX U OPTraHU3AIIMOHHO-PACTIOPSAIUTEIBHBIX TOKYMEHTOB.

[TonoxxeHne NpPUMEHMMO KO BCEM CPEACTBAM BBIYMCIUTEIBHOW TEXHHUKH, AKTUBHOMY
CeTEeBOMY 000pYOBaHUIO, TIEPCOHAILHBIM KOMITbIOTEpaM B mipenenax cpeast MCIIH.

2. Henu u 3aga4u obecnieyeHust 6e30nacHOCTUH HH(oOpManum

Ilon  Oe3omacHocThiO  WHGOPMAlUU  [OHUMAETCAd  COCTOSIHME  3alIMIIEHHOCTU
WH(GOPMALIMOHHON cpefbl  YupekIeHus, OoOecleuynBaroliee IOJHOTY, JIOCTOBEPHOCTh U
CBOEBPEMEHHOCTh MH(popMaInu, u obecrneueHrne 6€30MacHOCTH TaKOH HHGOPMAIIHH.

ObGecneuenne Oe3omacHOCTH HWHOOpPMAIUK  YUPEKIACHUS OCYIIECTBISICTCS IyTEM
peanu3ayy AEATEIIbHOCTH IO 3aluTe WH(POpPMAILNH, T.€. IEATEIbHOCTH MO MPEAOTBPAIICHUIO
yTedkn W yTpaTel mHpopManuu. [Ipm 3TOM B MOHSATHE yTpaTa BXOAWT XHIIEHHUE, IOTEPS
uH(OpMalny, a TaKKe OJIOKMpOBaHKE (BpEMEHHas yTpaTa) U HCKaKeHUE (YaCTUYHAs yTpara), a B
NOHSATHE YyTe4yka HH(pOpMAanUu — HENPaBOMEPHBIH BBIXOJ HWHPOPMAIMK 3a MPEACIEI
3alIUIIAeMON 30HBI ee (YHKIMOHMPOBAHUS WIM YCTAaHOBJIEHHOTO Kpyra JIHL, Pe3ylIbTaTOM
KOTOpOTO  SIBIAETCA  MOJydYeHHe HWHPOpMAlM{ JIMIaMH, HE HMEIOIIMMH K  Hel
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CaHKLIMOHUPOBAHHOTO JIOCTYIA. Y TeUKa U yTpaTra MHPOPMAIIMK MOTYT IPOUCXOIUTh B pE3yJIbTaTe
HecankimonupoBanHoro gocryna (HCH) x wuHopmanmuu, HECaHKIMOHHPOBAHHBIX U
HEeIpeIHAMEPEeHHBIX BO3/ICHCTBHI Ha Hee WK CpeCTBa ee 00paboTKU U Iepeayu.

Takum o00pa3om, ILENbI0 peau3aliy Pa3INYHBIX MEpP U MEPONPUATHN MO 3aIIuTe
uHpopMaluu SBISIETCA, B KOHEYHOM wuTore, obecreueHue Oe3omacHOCTH UHGOpMaUU
YupexneHus.

3a):[aan1/1, KOTOPELIC HCO6XOIII/IMO pelinTh 4 OOCTHUIKCHUA MIOCTaBJICHHOM Jagsanese
SABJIAKOTCA:

- CBOEBPEMEHHOE BBISBJICHHE MOTCHIUAIBHBIX YIPO3 3aIIMIIaeMoil HHPpOpMaLnu 1
cpencTBam ee 00pabOTKH U Mepead;

- BBISIBJICHHE MPUYUH, OOCTOSATENLCTB M YCIOBHM, CIIOCOOCTBYIOIIMX pean3aIlliu
BBISIBIICHHBIX YTPO3 U BHIPA0OOTKA MEPOTIPUATHIA IO UX HEUTpaTU3aIlHH;

- npenotepamieane HCJl k nabopmanmu u cpecTBam ee 00pabOTKHU U TIepeaayH;

- NPEJOTBPALICHUE HENPEIHAMEPECHHBIX BO3JICHCTBHI Ha HH(POPMAIIHIO H CPEIICTBA
ee 00pabOTKH U TiepeIadn;

- IPEOTBPALICHUE YTEUKH HH(POpPMALIMU 110 TEXHUUYECKUM KaHajlaMm;

- KOHTPOJIb 3()(HEKTUBHOCTH 3AIMUTHBIX MEP U MEPOIIPHUSITHH.

3. 3ammmaemblie HHPOPMALMOHHBIE PeCyPChI

K 3amumniaembiM HTHPOPMAIMOHHBIM pecypcaM Y UpekIeHUsI OTHOCSTCS:

- uH(popmans, 3apUKCUpOBaHHAsI HA Pa3IMUHBIX HOCUTEISIX;
— cpenctBa o0pabOTKH, XpaHEHUs, Tlepeaadud UHPOPMAIIUUA U CPEJICTBA CBSI3U, B TOM
qrclie MporpaMMHoe o0ecriedeHne yKa3aHHbIX CPEJICTB (MPU €ro HaTMYHH).

3.1. Uupopmanms, noajie;Kamas 3ammure

3aHlI/ITe IIOJIC)KUT I/IH(i)OpMaHI/ISI, Kacaromascsa pa3jindHbIX HaHpaBHeHI/Iﬁ ACATCIIbHOCTH,
HENPaBOMEpHOE OOpalieHHe ¢ KOTOPO MOKET HaHECTH yIiepO HHTepecaMm YUpeKIeHUs WU
MHOMY (U3MYECKOMY WM IOPUJIMYECKOMY JIMIlY, JOBEpUBIIEMY CBOIO HH(OpMaLHio
YupexneHus.

B pamkax pestenbHOCTH YupexaeHus Beaercs o0paboTka KOH(UAEHIUATbHON
uHpopmannu. KoHkpeTHbIi cocTaB HMHQOpPMAIMK  ONpEAeNseTcsi B  YCTaHOBICHHOM
JENCTBYIOIUM 3aKOHOJATEIBLCTBOM HOPSAIKE U 3aKPEIUIAETCS B COOTBETCTBYIOLIUX JOKYMEHTAX:
B «llepeune cBeneHWil KOH(UIEHIMANIBHOIO Xapaktepa B Haumenosanue opzanusayuu,
yrBep:knaeMoM  Ilpencemarenem  Haumenosanue opeanuzayuu. YKa3aHHBIM — II€PEUYEHb
pa3palaThIBaeTCs B COOTBETCTBUU C JIEUCTBYIOIIMM 3aKOHOJATEILCTBOM, B TOM YHUCIIE, B 4aCTU
OTIpeieNIeHUs] CBE/IEHUH, KOTOpbhIe HE MOTYT ObITh OTHECEHBI K KaTeropuu KOH(HUASHIATbHOM
uH(popManuu. 3aluiiaeMble HTHPOPMAIIMOHHBIE PECYpChl MOTYT OBITH NpEACTaBIEHBI B BHUJE
OTJENBHBIX TOKYMEHTOB (MacCHBOB JOKYMEHTOB) Ha OyMaXKHBIX HOCHUTEIISX, & TaKKe B BHJIE
nokymMeHTOB ((aitioB) m maccuBoB AokymMeHTOB B JIBC w/miam Ha MammHHBIX HOCHTENSX
uHpOpMaLIUH.

3.2. CpencrBa 00padoTku nHpopManun

CocraB cpeacTB 00pabOTKH, XpaHEHHS U TIepeaadn nH(OpMaInH, a TakKe CPEICTB CBSI3H,
UCTIONB3YeMBIX  JUIE  00paOOTKM  KOH(QUACHIMATbHOW HWHPOpPMALUHU, 3aKperuisiercss B
«TexHnueckoM macrnopTe» 00beKTa HHHOPMATH3ALINH.

CpencrTBa BBIYMCIUTEILHON TEXHHUKH, MCIOJB3yeMbIe NIt 00paboTKu WHGOpMAIu B
VYupexnenun, ooveaunensl B JIBC.



[Iporpammuoe oGecnieueHue mpenacraBieHo KiHeHTCKUMH OC 11 paOouux CTaHIIHM.
Cranpaptasiii naker [10, ycranaBiauBaeMblii Ha paboYuX CTAaHIMAX, IpUBEACH B «TexHUUECKOM
nacnopre». MlHoe mporpamMHoe obecnieueHue, He0OXOAMMOE COTPYIHHKAM JUIsl BBIIOJIHEHUS
cBOMX (YHKIMOHAJBHBIX OOsS3aHHOCTEH, ycTaHaBiuBaercss Ha APM mocne coriacoBaHus c
aJIMUHUCTPATOPOM 0€30MaCHOCTH Y UpexIeHUs.

B xadecTBe cpencTB 3amUTHl M B3aWMOJICHCTBHUSA C YYaCTHUKAMU HH()OPMAIIMOHHOTO
oOMeHa uCHONb3yeTcsl CcepTU(UUUPOBAHHBIE CpeAcTBa MU(POBAHUS M MEXKCETEBOrO
SKpaHUPOBAHUS.

4. Mepsl 1o odecnieyeHno 0e3onacHocTH HHGpopmManun

Bcro coBokynHOCTh Mep IO obecrieueH o 0e30MacHOCTH MH(OpMALIY, HaTUYhe KOTOPbIX
HEOO0X0UMO JUIsS TTOCTPOSHHsI cucTeMbl 3amuThl nHpopmanuu (C3U) Yupexnenus, yCIOBHO
MOYKHO Pa3JIeIUTh Ha:

- 3aKOHO/IaTEJIbHBIE (TIPABOBHIC);

- OpraHU3aIMOHHbIE (AIMUHUCTPATUBHBIC);

- TEXHUUYECKHE (IpOrpaMMHbBIE U allapaTHbIE);
— ¢duznueckue.

4.1. 3akoHoaaTebHbIE (IPABOBbIE) MEPbI

K mpaBoBbIM MepaM 3alIUThl OTHOCATCS JACHCTBYIOIIME B CTPAaHE 3aKOHbI, YKa3bl U
HOPMAaTUBHBIE aKThl, pErJaMEHTUPYIOIIME IpaBwia oOpalleHuss ¢ KOH(UIECHIMAIbHON
uH(popMalliel, 3akpeIuifiolnue IMpaBa M OO0S3aHHOCTH YYaCTHHUKOB HMH(OPMAIIMOHHBIX
OTHOLIEHMH B Ipoliecce ee OO0padOTKM W HCIIOJIb30BAHMS, a TaKXKe YCTaHABJIMBAIOIINE
OTBETCTBEHHOCTh 3a HApYIICHWsS STUX IPaBWJ, MPEMATCTBYS TEM CaMbIM HEIPABOMEPHOMY
HCIOJIb30BaHUIO0 KOH(UICHIMATBbHON HH(OpPMALIUK U SBJISIOUIMECS CAEPKUBAIOIUM (aKTOPOM
JUTSl TOTEHIMAJIBHBIX HAPYIIUTEIEH.

[IpaBoBble Mephbl 3alUTBl HOCSIT B OCHOBHOM YIPEXAAOIMNN, MPOPUIAKTUUECKUM
XapakTep W TpeOYIOT NOCTOSHHOW pa3bsCHUTENBHOW pabOThl € MOJB30BATEISIMH U
00CIIy’)KUBAIOIIUM IIEPCOHATIOM CHCTEMBI.

4.2. Opranu3anuoHHble (AAMMHUCTPATUBHbIE) MEPbI

Opranu3zalnoHHble (A AMUHUCTPATUBHBIE) MEPHI 3AIIUTH — 3TO MEPHI OPraHU3aLMOHHOTO
XapakTepa, periJaMeHTupyomue npoueccsl pynkuuonuposanus MC, ucnons3oBaHue pecypcoB
HUC, nesaTenbHOCTh OOCITYXHUBAIOLIETO MEpPCOHANa, a TakkKe TMOPSI0OK B3aUMOJEHCTBUS
nosab3oBarenel ¢ C takum 00pa3om, 4ToObI B HAMOOIBIIEH CTENEHN 3aTPYAHUTD W UCKITIOUYUTh
BO3MOXKHOCTh pea3alliu yrpo3 0€30MacHOCTH KOHPHUACHINAIbHOW HH(POPMALIUK UITU CHU3UTH
pa3Mep NOTePh B CiIydae UX peaau3aluu.

['maBHas 1€ OpPraHU3AIMOHHBIX MEpP, TPEANPUHUMAEMBIX Ha BBICIIIEM YIIPABICHYECKOM
ypoBHE —  cPOpPMHUpPOBATH TOIUTHKY HWH(GOPMAIMOHHOW  O€30MacHOCTH  YUpeKIACHHUS
(oTpakaromryr0 MOAXOABl K 3aruTe WHGOpMAIuu) U O0eCleYuTh €€ BBITIOJIHCHHE, BBIICISS
HEOOXOIUMBIE PECYPCHI i KOHTPOJIUPYS COCTOSIHHUE JIET.

Peanuzanus monutuku uHpopmaunonHoi 6esomacHoctn KM B MC cocrout u3z mep
aJMUHHCTPATUBHOTO YPOBHS U OPTaHU3AILIMOHHBIX MEp 3alUThl HHPOPMAIUH.

K agMuHHMCTpaTMBHOMY YpPOBHIO OTHOCSITCSI PEIICHHS PYKOBOJICTBA, 3aTparvBarollye
nesirenbHOCTh IC B nieniom. IlpuMepom Takux perieHui MOoryT ObITh:

— MPHHITHE PEeIeHUS 0 GPOPMUPOBAHHUH WITH TIEPECMOTPE KOMILUIEKCHON TPOTrPaMMBbI
obecnieuenus 6e3onacHoctu KU, onpenencHre OTBETCTBEHHBIX 3a €€ Pealn3allnIo;

— dbopMyIMpOBaHHWE IIEJICH, ITOCTAHOBKA 3a/ay, OIpPEJCICHHE HaIpaBJICHUN
JIeITeNIbHOCTU B 001actu 6e3omacHoctu KU,



— NPUHITHE PEUICHUH [0 BOMPOCaM pealn3alii MPOrpaMMbl  O€30MacCHOCTH,
KOTOPBIC PACCMATPUBAIOTCS HA YPOBHE YUPEKICHUS B LIETIOM;
- obecrieueHre HOPMATUBHOM (MPaBOBOI) Oa3bl IO OE€30MTACHOCTH U T.1I.

[TomuTrKa aIMUHHCTPATUBHOTO YPOBHS JOJ/DKHA YETKO OYEPTUTHh Cepy BIUSHUS U
OrpaHUYEHHUsT TPU OmpencicHur menei Oesonmacunoctu KU, ompenenuTs KaKuMH pecypcaMu
(MaTepuayibHbIC, MIEPCOHAN) OHU OYIyT JOCTUTHYTHI, U HAUTH Pa3yMHBIA KOMIPOMHCC MEXIY
pHUEMIIEMBIM YPOBHEM 0€30IMaCHOCTH U CTOMMOCTBIO ITPOBOIUMBIX MEPONPUATHIA 110 3ammuTte KN
B UC.

Ha ypoBHe mnpouenypHblx Mep 3allUThl ONPEACNSIIOTCS MPOLEAypbl M IpaBuia
JOCTYDKCHHS IIeJIeld M pelIeHHs 3a7a4 MOJMTUKU HHpopManuoHHON Oe3omacHoctn KU. Ot
npaBuJIa ONPEICIISIOT:

- KakoBa 00JaCTh MPUMEHEHUs OMTUKHN Oe3onacHocTr KU

- KAKOBBI POJIM U OOSI3aHHOCTH JOJIKHOCTHBIX JIMII, OTBEYAIOIINX 3a MPOBEICHUE
nonutuku 6e3omacHoctu KU, a Takxke UX OTBETCTBEHHOCTb;

- KTO uMeeT npasa gocryna k KU;

- KaKMMH MepaMu U cpeicTBaMu obecrieunBaetcs 3amura KU;

- KaKUMH MepaMH U CpPEJICTBaMU OO0ECIeunBaeTcss KOHTPOJIb 3a COOIIOJACHHUEM
BBEJICHHOT'O peXHMa O€30IaCHOCTH.

OpraHI/IBaHI/IOHHBIG MCPbI JOJIDKHBI:

- npeaycMaTpuBaTh PErjaMeHT WH(POPMALMOHHBIX OTHOWICHHH, HCKIIOYAIOIIAX
BO3MOYKHOCTh HECAaHKI[HOHUPOBAHHBIX JEHCTBUI B OTHOLIEHUN OOBEKTOB 3aIUTHI;

- ONpENENATh KOWIMLMOHHBIE M  HEPAPXUYECKUE IMPUHLMIBI W METOMbI
pasrpanndenus nocryna k KH;

- OTIpeNieNATh NOPSAAOK paboThl ¢ MPOrpaMMHO-MAaTEMaTUYECKUMU U TEXHUYECKUMHU
(ammapaTHBIMU) CPEACTBAMH 3ALUThI U KPUITOZALIUTHI.

4.2.1. PernamMeHTanusi COCTaBA U COAEPKAHUSA 3alMIaeMoil MHpopManun

CocraB mH(popManuy, OTHOCHMON K KOHQUACHIMAIBHOW, a TaKXkKe MHOPSAIOK TaKOro
oTHeceHus onpezenserca «llepeuneM cBefeHMH KOH(UACHIMAIBLHOTO XapakTepa» (nanee -
[Tepeuens).

JIro0as uHas uHpopmMalys, He ykazaHHas B JaHHOM llepeuHe, He JOKHA OTHOCUTHCS K
KaTeropuu KOH(PUIEHIUAIbHOM.

Ecnn BeIsIBISIETCST HEOOXOAMMOCTH OTHECEHHsSI CBEACHUN K KOH(DHICHIIMAIBbHBIM, HE
MOAXOASAIINX HU MOJI OJIHY KaTErOpPHUIO M3 Ha3BaHHOTO [lepedHs, TO BHOCSTCS MPEJI0KEHUS 110
ero nepecMotpy. IlepecMoTp mepedHsi OCYHMIECTBISETCS B MOPSAKE, YCTAHOBIECHHOM JUISl €0
YTBEPKJICHUS

4.2.2. OnpepeieHne MOJHOMOYHUIL J0CTYNIA COTPYAHMKOB K 3aLIUIIAEMbIM
HH(POPMANMOHHBIM pecypcaM H UX peaju3amnus

[Topsimoxk nocTynma COTPYIHHUKOB K 3allMIIaeMbIM HMH(OPMAIIMOHHBIM pecypcam
VYupexJieHns onpeaensieTcss B COOTBETCTBUU € TIOKYMEHTOM «Ilopsinok ynpaBiieHHsI JOCTYIIOM K
UH(POPMALIMOHHBIM pecypcaMm B .

3amumaemMple  M”HPOPMALMOHHBIE pecypchl (C MEPCOHANBHBIMHM JIAHHBIMH), JOCTYI
HOJTb30BaTee K KOTOPBIM OTpaHHYEH, OINperessieTcsl B JoKyMeHTe «llepedeHp 3amumaeMbIx
UH(POPMALIMOHHBIX PECYPCOBY.

Kaxaplii cOTpyaHUK YUpexIeHHUs IOJDKEH MUMETh IpaBa JOCTyIa TOJIbKO K TOW YacTu
KOH(pUIEHIIMATIbHON MHPOPMALIUU, KOTOPast AEHCTBUTEIBHO HEOOX0ANMA €My JIJIsl BBINOJIHEHUS
CBOUX TPYAOBBIX 0053aHHOCTEM.

HeoGocHoBanHOE cykeOHOM HEOOXOIUMOCTHIO O3HAKOMJICHHE COTPYJHHKOB C
KoH(puaeHIMabHON nHpOpMaImen YupexIeHus He TOTyCKaeTCsl.



4.2.3. TexHosiorusi 06padoTku KOHPUIEHINATbHBIX TOKYMEHTOB

TexHonorus 06padboTKN KOHPHUISHIIMATBHBIX TOKYMEHTOB BKJIIOUYAET B C€0sI ONpe/iesieHIe
MpaBUJI yUeTa, XpaHEeHUs U BbIIa4l HOCUTEJeH KOHpUACHINaIbHOU HH(pOpMaLuu (B TOM YKCie
CHEMHBIX MAIIMHHBIX HOCUTEJICH) U TIPaBUI PabOTHI COTPYAHUKOB C 3aIUIIAeMOi HH(OpMAIIHEH.

IIpu pa3paborke KOH(MUACHUUAIBHBIX JOKYMEHTOB TPH( JOIDKEH OIpPENeNiTh caMm
pa3pabotumk. I'pud mpocraBnsercs B MpaBOM BEpPXHEM YIIy C YKa3aHHEM KOJIMYECTBA
HK3EMIUIAPOB JOKYMEHTA.

[lony4yenHnble wW3BHE JOKyMeHTHI rpudytorcss Ha ocHoBe «llepeuns cBeneHuit
KOH(HIEHIIMATIBHOI 0 XapakTepay. Bee rpudoBaHHbIe JOKYMEHTBI 1OJIKHBI YUUTHIBATHCS B KHUT'E
ydeTa U BbIJauu KOH(pUICHIIUATBHBIX TOKYMEHTOB.

I'pucoBanHbBIE JOKYMEHTHI JAOJKHBI XPAaHUTHCA B ceiax WM HAAECKHO 3aKPbIBAEMBIX
mkadax. Yder, XpaHeHHE U BblJada JOKYMEHTOB OCYIICCTBIISIETCS CIEIUAIBHO HAa3HAYAEMbIM
COTPYIHUKOM.

HJ’IH YHUYTOXKCHUA TaKHUX JOKYMCHTOB IIPpHUKAa30M IIO y‘lpe)KI[eHI/IIO CXXCIOgHO
Ha3HA4YacTCsA KOMHCCHA 110 HUX YHHUYTOXKCHHUIO, KOTOpasd COCTaBJIACT KW HNOANMCBIBACT AxT
YHUYTOKCHU A KOHCI)I/I,ZLCHLII/IaJ'ILHBIX AOKYMCHTOB, YTBCp)K,Z[aeMIJﬁ TJIaBHBIM BPa4OM.

3ampentaercss pabora ¢ KOH(QUICHUMANbHBIMU JIOKYMEHTAMHU BHE IOMEILEHHH
Vupexnenus (Kpome ciIydaeB CIIyXKEOHbIX KOMaHIMPOBOK). BbiHOC Hocuteneit ¢
KOH(QUIEHIIMAIbHONH HMH(POpPMAUM C TEPPUTOPUM YUpPEXKIEHUS M MX TPAaHCIOPTUPOBKA
OCYILECTBIISICTCS B OPSAAKE, ONPEAEICHHOM COOTBETCTBYIOIUM JJOKYMEHTOM.

4.2.4. Oprann3zanmoHHOe CONPOBOXKIeHNe PYHKIIMOHMPOBAHUS TEXHUYECKUX U
NMPOrpaMMHO-ANNAPATHBIX CPEICTB 00PA0OTKHU U 3aIUTHI HHpoOpMAH

HOpSII[OK pa6OTI>I C TCXHUYCCKUMHU H IMPOrpaMMHO-alIapaTHbIMU CPCACTBAMH 3alllUThI
I/IHq)OpMaLII/II/I OIPEACIIACTCA COOTBCTCTBYIOLIIMMU PYKOBOAUTCIIAMU UJIA  BCEX KaTeFOpI/Iﬁ
HOJ'II)BOBaTCJ'ICI\/’I, KOTOPBIC JOJIKHBI OBITH 03HAKOMIJICHBI C COACPIKAaHUEM NaHHBIX JOKYMCHTOB U
CTPOT'0 BBIMIOJIHATE COACPIKAIMIUCCA B HUX Tpe60BaHI/I$I.

APM  COTpyIHUKOB VYUpexaeHUs JOJDKHBI ObITh 00OpYAOBaHBl HEOOXOAMMBIMU
IPOrpaMMHBIMH WJIU MPOTPaMMHO-aNMapaTHbIMU CPEICTBAMU 3alIUThl HHPOPMAIIMK — CHUCTEMA
NapoJIbHOMU 3allUThI, cpeAcTBa 3amuThl nHGopmanuu oT HCJI, anTuBHpychl, Kpunrtorpaduiyeckue
cpeacTBa (Mpu HEOOXOAUMOCTH), U T.1I.

CoTpynHUKH 00513aHbI HCIIOIH30BaTh TEXHUYECKHE U TPOTrPAMMHO-aNapaTHBIE CPEeICTBA
3amuThl MHGOPMAIMH, YCTAHOBJIEHHBIE HA HMX pabOYMX MecTax W/WIW HCIOIb3YIOITHECS
COBMECTHO CO CpeJICTBaMU 00pabOTKH, mepeaauu HHPOPMAIUN U CPEICTBAMU CBSI3H.

He pnonmyckaercs oOpaborka KM na DBM, Bkimouass MOpTaTUBHbBIE MEPCOHAIBHBIC
KOMIIBIOTEPHI, 0€3 YCTaHOBJIEHHBIX MPOTPAMMHBIX WM MPOTPaMMHO-AIIApaTHBIX CPEICTB
3alIUTHl UH(OPMAIIHH.

He AOIMYCKACTCA IMepcaava KN 1o OTKPBITBIM KaHaJIaM CBS3HU 0e3 HCIOJIb30BaHUS
CIICHHUAJIBHBIX TEXHUYCCKUX CPCACTB 3alllUThI I/IH(i)OpMaHI/II/I.

He nomyckaercst ucmosp30BaHe HE3AMMUIIEHHBIX JTUYHBIX CPEJCTB MOOUITEHOM CBSI3H JTSI
00CyXIeHUS BOTIPOCOB, COJIEPKAIINX CBEACHHS KOHPHUICHIIMATHHOTO XapaKkTepa.

B VYupexnenun NODKHO NMPOBOAMTHCS OOY4YEHHE COTPYIHUKOB TpaBHIaM pPabOTHI C
HCIOJIb3YCMbIMHA TEXHUYCCKUMUN n nporpaMMHO-alImapaTHbIMA cpeacrBaMu 3alllUThI
nHpopmanuu.

Bce ncrnonb3yemMbie B YUpPEKIEHUN TEXHUYECKUE M IPOrPaMMHO-AIIAPATHBIE CPEACTBA
3alUThl UH)OPMAIMH JOJKHBI OBITh CEPTU(UIIMPOBAHBI B YCTAHOBICHHOM IOPSIIIKE.



4.2.5. Opranu3anus TeXHHYECKOro 00cJay:KuBaHus 000py10BaHMS, UCII0JIb3YEeMOT0 JJIsI
00padoTKu 3amMIaeMoil HHpoOPpMALMHU

OOGopynoBanue, TpeAHa3HAYEHHOE Ui OOpaOOTKM  3aluIiaeMorl  HMH(pOpPMAaIUH
YupexaeHus, OIDKHO OKCIUTyaTHPOBAThCS B YCIOBUSAX  (TeMmreparypa, BIIaXKHOCTb,
9JICKTPOMArHUTHBI PEXHUM) B COOTBETCTBHM C HWHCTPYKIHUSAMHU IPOU3BOJUTENS H/WIH
COOTBETCTBYIOIIUX HOPMATHUBHBIX JOKYMEHTOB. TeXHWYecKoe OOCIyXHBaHHE OOOPYyIOBaHUS
JIOJKHO 00€CIIeYrBaTh €ro MOCTOSHHYIO pad0TOCIIOCOOHOCTD.

[IpoBOoANTH PEMOHT M TEXHUYECKOE OOCITy)KMBaHHE OOOPYAOBAHUS MOTYT TOJBKO
OpraHu3aIy, 001aIal0NUe B COOTBETCTBUH C JEHCTBYIOIIMM 3aKOHOJATEIHCTBOM IPABOM Ha
OCYIIIECTBIICHUE YKA3aHHOTO BHUJA JESATEIBHOCTH, MPUBJICKAaEMble YUpPEKICHUEM JIJIsl OKa3aHUs
JIAHHBIX YCJIYT HAa OCHOBAHHH JIOTOBOpA.

4.2.6. Oprann3anusi NPONYCKHOr0 M BHYTPHOOBbEKTOBOIO PesKUMAa B Y UpesKIeHUN

Jns nomemenusi, rne obOpabareiBaercss KU, nomkeH ObITh COCTaBIE€H CIIMCOK
COTPYJIHUKOB, UMEIOLINX [IPaBO JIOCTYIIA B JaHHOE noMernieHne. CucoK J10JIKEH CBOEBPEMEHHO
KOPPEKTHPOBATHCS 110 MEpPE YBOJIBHEHUS COTPYJHUKOB YUpEKACHUs, IprueMa Ha paboTy HOBBIX
COTPYZHUKOB WJIM TEPEBOJA COTPYAHHMKA Ha Jpyryio padbory. COTpyqHHUKH, HE YKa3aHHBIC B
JTAHHOM CIIMCKE, HE UMEIOT IIpaBa HaXOJMUThCS B MOMEIIEHUU 0€3 COMPOBOXKIEHUS COTPYAHUKA,
UMEIOIIETO MPaBO TAaKOTO JIOCTYNa, KpPOME CIy4aeB OSKCTPEHHOH HEOOXOIUMOCTH TIpH
Ype3BbIUaHBIX 00CTOATEILCTBAX.

Hoctyn  mocerurene  Ha  TEPPUTOPUIO  YUPEKICHUS  OCYLIECTBISIETCA IO
IIPEABAPUTEIILHON JIOTOBOPEHHOCTH C KOHKPETHBIM COTPYJHUKOM YUpEKIAEHUS, KOTOPBIH
JIOJKEH COMPOBOKIATh TOCETUTEINSI HAa IPOTSHKEHNUU BCETO BPEMEHU HAXOKACHUSI HA TEPPUTOPUN
VYupexnaenus. Jloctynm mocerureneii BO BHYTPEHHEE IIOMEIICHHE  YUpPEXKICHUS, TIJe
obpabarsiBaetcst KU, 3anperieH.

JlocTyn MpUTIIAIEeHHOTO TEXHUYECKOro U OOCIY)KMBAIOIIETO TMepCcoHalla B MOMEIIEHHE,
rae obpabareiBaercs KU, ocymiecTBisieTcss B COOTBETCTBHH C HEOOXOJIMMBIMU MHUCHMEHHBIMU
pacmopsHDKeHUSIMH aIMUHUACTPAIMK YUpexXIeHUs: U GUKCUPYETCs B )KypHaJle y4eTa MOCEIICHHH.
JlocTynm TEXHMYECKOro M OOCIIYy)KHMBAIOIIEro IE€pPCOHAla B 3alllMIIaeMble IMOMEIIeHUus 0e3
CONPOBOXKACHUS COTPYAHUKA Y UPEXKICHUS HE TOIyCKAETCSl.

4.3. Texunueckue (MporpaMMHbIe U annapaTHbie) Mepbl

JlaHHbIE MepbI MpeIoaraloT o0ecnedyeHrne 3auThl KOHPUIeHInaIbHONH HH(pOopMaluu
OT YTEUKH 10 TEXHUYECKUM KaHasaM, a Takke or HC/L.

4.3.1. O6mme mepbl o 3ammte KU ot HC/{

YcTaHoBKa 1 HaCTpoOiiKa MPOrpaMMHO-aIapaTHbIX CPEICTB 3auThl nHGopMaruu B JIBC
OCYILECTBIISICTCS TOIBKO a]MUHUCTPATOPOM MHPOPMAITMOHHON OE30MACHOCTH.

YcTraHoBKa U HACTPOHKa MPOrPaMMHBIX M MPOTrPaMMHO-aNapaTHBIX CPEJICTB 00pabOTKU
uHpopmanuu B JIBC ocymecTBisieTcss JUIAMH, BBIIOJHSIOIUMH (DYHKIUHM CHCTEMHOTO
aJIMUHUCTpATOpa (J1anee - CHCTEMHBIH aJIMUHUCTPATOD).

Bce peiictBust agmuHHCTpaTopa HMH(DOPMAIMOHHOW OE30MACHOCTH 10 HACTPOHKE
MPOTrpaMMHBIX W MPOTPAMMHO-AMMApPaTHRIX CPEJICTB 3alUTHl HHGOPMAUKH Y UPEKICHHUS,
JeHUCTBUS CUCTEMHOTO aJMUHUCTpaTOpa o HacTpoiike MIPOrpaMMHBIX u
MpOrpaMMHO-aNMapaTHRIX CpeacTB 00padoTku mHpopmarmu B JIBC, a Takke uX pe3ynbTaThl
3aHOCSITCS] B TPOTOKOJI HACTPOMKH.

Bce npenctBHs  CUCTEMHOrO aJMMHHUCTpAaropa II0 HACTPOMKE IIPOrPaMMHBIX U
MporpaMMHO-aNMapaTHeIX cpeacTB o0padoTrku mHpopmanuu B JIBC He M0DKHBI HapymaTh
COCTOSIHUE 3alllUIIeHHOCTH 0OpabaTreiBaeMoit nHpopmarun. Kontposns cobmroaenus TpeboBaHuit
O0ezomacHocT mnpu  paborax B JIBC momKeH  OCYImIECTBIATHCS — aIMHUHHUCTPATOPOM
UH(POPMALIMOHHOM 0€30MaCHOCTH.



JlocTyn K KOHGHUTypanuy MporpaMMHO-aIIapaTHRIX CPEACTB 3alIUTHl HHpOpManuu Jyis
MHBIX TI0JIb30BAaTENEH, KpOME aJMHUHUCTpATOpPa MHPOPMALMOHHON 6€30aCHOCTH, JJOJKEH OBITh
OJIOKMPOBaH.

Ha APM nmnonb3oBaTeneil MOMKHO OBITh YCTAHOBJIEHO MPHUKIATHOE IMPOTPAMMHOE
obecnieuenue (I10), Tonpko NEHCTBUTENFHO HEOOXOAUMOE MOJIH30BATEINIO ISl BHIIOJIHEHUS UM
CBOUX TPYIOBBIX 00si3anHOCTEH. Hencnonpzyemoe nosp3oBareneM [10 101KHO OBITH OTKIIIOUEHO
WM yJIaJIeHO.

J1oJKHO POBOAUTHCS CBOeBpeMeHHoe oOHoBIeHue [10 APM.

VYcranoBky HoBoro IO nHa APM u o6GHoBiienne [1O moimkeH OCYIMIECTBIATH TOJIBKO
CUCTEMHBI aJIMUHUCTPATOP WM COTPYIHUKH CIYXKOBI, OCYIIECTBIISIONINE OOCITy>KMBaHUE U
texHuueckoe conpoBoxaeHue CBT Yupexnenus.

APM 10115KHO 3KCITyaTUPOBATHCSA TEM COTPYAHUKOM, 32 KOTOPBIM OHO 3aKPEIIEHO. JTOT
COTPYAHUK HECET NEepCOHAIbHYI0 OTBETCTBEHHOCTh 3a pabory cBoero APM u BblNOJHEHUE
TpeboBanuil nanHoro Ilonoxenus no 6ezonacuoctu st ceoero APM.

W3 onepaiinoHHON cUCTEMBI yAAISIOTCS (OTKIOYAKOTCs) BCE HEUCIOIb3yEMbIE CEPBUCHI U
IPOTOKOJIBI, PETYJIIPHO YCTaHABIMBAIOTCS AaKeThl OOHOBJIEHUH [UIs co3iaHus 6osee Oe30macHon
KoH}purypamuu onepaunonnoit cucremst (OC).

Pexomenayercs ucrnosnb3oBaHWE UCTOUYHHUKOB OecriepeboitHoro nutanus st APM, rae
BeneTcst oopadorka KU.

CheMHbIe MalTMHHBIE HOCUTEHN KOH(PUICHINATBHON HH(POPMAITUH JTOJKHBI OBITh YUTECHBI
B [10/1pa3/1€JICHUH, BBIMOIHAOLEM (GYHKINHU CIYKObl KOH()UICHIIMATBHOTO AEJI0IPOU3BO/ICTBA, B
YCTaHOBJIEHHOM ITOPSIKE.

4.3.2. KonTpoJsb goctyna moJb3oBaresieit Kk APM

IIpu npoctyne k APM VwupexnaeHuss [OKHBI oOecreuuBaThCs: HWACHTHU(UKAIMS,
ayTeHTU(UKalLKs, aBTOPU3ALM; YIIPABIEHUE JOCTYIIOM; KOHTPOJIb IEIOCTHOCTH; PETUCTpalts,
BKJIIOYas:

- (GYHKIIMOHUPOBAHHUE CUCTEMBI TAPOJIbHOM 3auThl APM,;

- KOHTpPOJIb JIOCTyNa Mosb3oBaTenell k pecypcam APM. OmnepaTtuBHbBI KOHTPOJIb
JIOCTYTIA MOJIb30BaTeNIel OCYIIECTBISETC aIMUHUCTPATOPOM HUH(OPMAIIMOHHON 0€30I1acHOCTH;

- HENPOTUBOpPEUYMBAas W IpPO3padyHas aJIMUHHUCTPATHUBHO-TEXHUYECKAs MOAJEPIKKA
3a/1a4 yIpaBJIeHUs JOCTYNOM K pecypcam APM.

CucTreMHBI aIMUHHCTPATOpP HE JODKEH HMETh CIYKEOHBIX MOJHOMOUYMK (a mpu
BO3MOXXHOCTH M TEXHMYECKHX CPEJCTB) IO HACTPOHKE MapaMEeTpOB CHUCTEMBI, BIHSIOLUIMX Ha
IIOJTHOMOYHS TIO0Jb30BATENIE MO JOCTyNny K HH(pOpManMHu. AJIMHUHUCTPATOp O€30MacCHOCTH
JIOJDKEH UMETh CITy>KEOHbIE TOJTHOMOYMS M TEXHUUECKUE BO3MOXHOCTH 10 KOHTPOJIIO JIeHCTBUIA
COOTBETCTBYIOIIMX CHCTEMHBIX aJMHUHHUCTpAaTOpoB (0€3 BMelIaTeNbCTBa B UX JEUCTBUA) U
II0JIB30BATENEH, a TaKK€ IOJHOMOYHUS (2 IPU BO3MOYKHOCTH M TEXHUYECKHE CPEACTBA) IO
HACTPOMKE I KaKJOrO ITOJIB30BATENS IApaMEeTPOB CHUCTEMBI, KOTOPBIE ONPEACIAIOT IpaBa
JI0CTyTa K MHPOpMaLUH.

21.]'[5{ KaXXI0ro0 IMOJIb30BATECJIA 3aBOAUTCA OTACIIbHAA YyU€THAA 3al1MCh.

VY4yeTHble 3amucH MOJIb30BAaTENeM Jendarcs Ha 2 KaTeropuu: aJMUHUCTPATOphl U
I10JIb30BATEINH.

AJIMMHHCTPATOPBI:

- y4eTHas 3alKCh MCIONB3YETCS COTPYJHHKAMHM CIYXObI, OCYIIECTBISIOICH
noaep Ky GyHKIHoHUpoBaHuss APM u cpeacTB ero 3ammrhl;
- aMMHHMCTPATOPBI UMEIOT OCTYI KO BCEM IUTAaTHBIM CpeCTBaM HacTpoiiku APM.



IToan3oBaTein:

- y4yeTHas 3aluCh MCHOJB3YETCS Mg BCeX COTpyAHUKOB, APM KoOTOpbIX
UCTIONB3YIOTCS It 006padotku KU;

- MOJIH30BATEIN UMEIOT MpaBo Ha ucnoias3oBanue 110, yctanoBiaennoro Ha APM;

- MOJIb30BaTEIM HE WMEIOT TMpaBa YCTaHOBKH jomnosHuTenbHOro IIO0  6e3
COTJIAaCOBAaHUSA C AAMUHUCTPATOPOM HMH(POPMAIMOHHONW 0O€30MacHOCTM M CHCTEMHBIM
aIMUHHUCTPATOPOM.

VY4eTHbIC 3alUCH COTPYAHUKOB, KOTOPBIE MPEKPATUIIA PAaOb0Ty B YUPEKICHHUH, TOJDKHBI
OJIOKMpPOBATHCS. Y IaJieHUE TAaKUX YUYETHBIX 3aMuceidl JOJKHO OCYILIECTBIISITHCS HE paHee, yeM
yepes 6 MecsIeB.

Hoctyn nons3oBatesneit K APM ocyliecTBISE€TCSsl ¢ UCIOI30BAaHUEM CPEACTB MapOoJbHOM
3alLUTHI.

[Taposs monp30BaTENs HA3HAYACTCS AAMHUHHACTPATOPOM WH(POPMAIIMOHHON 0€301acHOCTH
IIPU CO3/IaHUM YYETHOW 3aITUCH TOJIb30BATEIIS U B JAJbHEHUIIIEM MOXKET U3MEHSIThCS TOJIBKO UM C
COOITIOJICHUEM CIICAYIOIINX YCIIOBHIA:

- JIOJIKEH COCTOSATh HE MEHEE, YeM U3 6 CUMBOJIOB;

- JIOJDKEH COZIePIKaTh XOTS OBl 0 OJJHOW CTPOYHOM, MPOMUCHOI OyKBe U U dpe;

- JIOJKEH OBITh M3BECTEH TOJBKO BIIAJICIBIY H aIMUHUCTPATOPY HH()OPMAIIHOHHOK
0€30I1aCHOCTH;

- HE JIOJDKEH UCIO0JIb30BAThCS AJIS A0CTyNA K APYIMM HH(OPMAIIMOHHBIM CHCTEMaM
Y CEpBUCAM BHE YUPEKJICHHUS,

- HE JIOJDKEH COoZepkaTh YCTOWUYMBBIX BBIPAXKEHHM, CIIOBOCOYETaHUM, aOOpeBHaTyp
U T.IL;

- HE JIOJDKEH COZIepKaTh JIFOOBIX MEPCOHATBHBIX JaHHbIX;

- HE JIOJDKEH COJIep’KaTh MOBTOPEHUN MM MPOCTHIX MOCeA0BaTeNbHOCTEN OYKB U
rbp.

B nensx oGecrnieueHus ocTymna K CUCTEME B cllydyae, KOrjia MojIb30BaTeNb 3a0bl1 IapoJib,
CIUCOK Taposied XpaHWTCA Yy aJAMHMHHCTpaTopa HWH(POPMAIMOHHON O€30MacHOCTH B
3aM(ppPOBaHHOM BHJIE.

CMmena apoJist AOJIKHa MPOBOAUTHCA NICPUOJUYUCCKH, KAK YCTAaHOBJICHO B Y‘-Ipe)KI[eHI/II/I,
HJIK ITPU €TO KOMITPOMETAINH.

JlomkHa ObITh 0OecrieyeHa aBToMaTu4eckasi OJIOKUpOBKa ceanca padboTsl yepe3 10 MuUHyT
C MOMEHTA MOCJIEHETO B3aUMO/ICHCTBHS MTOJIb30BATENSI ¢ KOMIIBIOTEPOM.

JlomkHa OBITh IPEIyCMOTPEHAa BO3MOXHOCTh PYYHOM OJIOKMPOBKHM 3KpaHa Ha ciydail
OCTaBJICHUS MOJIb30BaTENIEM paboyero Mecra.

Cusarue 6J'IOKI/IpOBKI/I OCYHICCTBIISICTCA BBOAOM ITApPOJIs MMOJIB30BAaTCIIA.

Kontponps poctyna (kak JOKaqbHOTO, TaKk W yaaieHHoro) k APM anmuHHCTpatopa
WH(OPMAIIMOHHONW O€30MaCHOCTH M CHCTEMHOTO aJMHUHUCTPATOpa JIOJDKEH JOMOIHUTEIBHO
00ecreunBaThCs C TOMOIIBIO CPEICTB ayTCHTU(UKAITIH.

4.3.3. MOHMTOPHHT CHCTEMbI 3aIMTHI HHOPMALMHU

Monutopuar C3U pomKeH MPOBOAUTHCSA aJAMHUHUCTPATOPOM  HH(POPMAITMOHHOMN
0€30MMacCHOCTH C IIeJIbI0 OOHAPYKEHUS M PETHCTPAIIN OTKIIOHSHHI 3aIIIUTHRIX MEp OT TpeOOBaHUI
obecrieueHust 6€30MacHOCTH HH(POPMAITUY U OIICHKH MTOJTHOTHI pean3aliiu TpeOOBaHUM TaHHOTO
ITomoxxenus.

OcHoBHo#1 11enbt0 MoHUTOpUHTa C3U SIBIsIETCS OMEpaTUBHOE M MTOCTOSTHHOE HAOIIOICHHE,
cOop, aHanu3 U 00paboTKa JTaHHBIX, HEOOXOAUMBIX JJIS PEIICHUS CICTYIOIMINX 3a1a4u:



- KOHTPOJIb 32 pealln3alueil MOJO0XKEHUH HOPMATHBHBIX AaKTOB IO OOECIIEYCHMIO
6e3omacHOCTH HHpOPMALUU Ha Y UPEKICHUS;

- BBISIBJICHHE HELITATHBIX (WM 3JI0YMBILUIEHHBIX) AeiicTBuil B APM Vupexnenus;

- BBISIBJICHHE NOTEHIMAIBHBIX HApYyILIEHHH 6€3011acHOCTH HH(OPMALIHH.

Jlnst neneid onmepaTMBHOTO M MOCTOSIHHOTO HAOMIOJACHHUS 00bEKTOB MOHUTOPHHTA MOTYT
UCII0JIb30BaThCs KaK CHEIMATM3UPOBaHHbIE (HalpuMep, IpOrpaMMHBIE) CPECTBA, TaK U IITaTHbIE
(BXopsipe B KOMMEpUYECKHE HPOAYKTBI M CHCTEMbI) CPEACTBA PETUCTPALMU JEHCTBHIM
I10JIb30BATENEH, IPOLECCOB U T.II.

B C3U pomkeH BeCcTUCh XypHall pEerucTpanuu JeHCTBUM monb3oBareneil. JKypuan
BEJIETCSI B AJIEKTPOHHOM (hopme, Ipu He0OXOIUMOCTH, C UCII0JIb30BaHKEM IITaTHBIX cpenacts OC.

Kypnan perucrpanuu J0JDKEH OBITh 3alIMINCH OT HECAaHKIIMOHWPOBAHHOTO JOCTyNa
U3MEHEHUH.

JIOKHO OCYILECTBIATHCS PE3EpBHOE KOMMUPOBAHUE JAHHBIX JKypHaJa PErUCTPALIUH.

JIomKHO OBITH HACTPOCHO OIMEPATUBHOE OMOBEIIEHUE aIMUHUCTPATOPa UH(POPMAITMOHHOM
0C30MMaCHOCTH NP PETUCTPAIIUU KPUTHUUECKUX COOBITHI HApYyIICHUS 0€301IaCHOCTH.

AnmuHucTpaTop 0€30HMaCHOCTH JIOJDKEH PEryJpHO IMPOCMaTpuUBaTh M aHAIU3UPOBATH
JTaHHBIE XKYpHaJa PerucTpaluH.

4.3.4. AHTUBHUpPYCHASI 3a1UTA

Ha xkaxgom APM  J0MKHBI — MCHOJB30BAaThCS  OQUIIMAIBHO  MPHOOpPETEHHBIC
(JTMIIeH3MOHHBIE) CPEACTBA AaHTUBUPYCHOM 3aIIUTHI.

OO0s3areneH aBTOMaTHUECKUH 3alyCK aHTHBHPYCHOTO cpeicTBa npu 3arpyske OC u
00s13aTelIbHOE aBTOMaTHYECKOe OOHOBIICHHE aHTUBUPYCHBIX 0a3 HE peke, YEM Pa3 B CYTKH.

JIroOble ¢aiinbl, nonydeHHble U3 ceTh VIHTepHEeT, TOIKHBI aBTOMaTHYECKH MPOBEPSATHCA
Ha HAJIMYue BUPYCOB U OTKPBIBATHCS TOJIBKO B CIlydae IMOATBEPXKACHUSA OTCYTCTBUS BUPYCHOM
OIIACHOCTH.

YcranaBnuBaemMoe WIM U3MEHseMoe MporpaMmHoe odecrieueHne 1 APM 1OKHO OBITh
MpEeABapUTEIbHO TIPOBEPEHO Ha OTCYTCTBHE BHUPYCOB. llocnme ycTaHOBKM WM W3MEHEHUs
MporpaMMHOTO obecrieueHus JOJDKHa OBLITH BBLIMIOJIHEHA MOTHAS AHTHUBUPYCHAas MMPOBCPKaA.

ITpu oGHapyKEeHUH KOMIIBIOTEPHOT'O BUpPYyCa HEOOXOMMO MPUHSITH MEPHI MO YCTPAHEHUIO
MOCNEACTBUM BHpPYCHOM aTaku, NPOUH(DOPMHUPOBATH aJIMUHHUCTpaTOpa HHPOPMAIMOHHON
0€30MacCHOCTH W, TNpPH HEOOXOAMMOCTH, NPUOCTAHOBUTH paboTy (HA NEpHOJ] YCTpaHEHHUs
NOCIeACTBUM BUPYCHOU aTtaku). B ciiyduae oOHapy»keHusi BUPYCHOM aTaku JTOJIKHO MPOBOIUTHCS
«leueHue» 3apaxeHHbIX (¢aiioB (06e3 3ampoca JAeWcTBUS y ToJdb3oBarens). B ciyuae
HEBO3MOXKHOCTH JIEYEHHUS — JOJDKHO BBbIIABaThCA COOOIEHHE aJMMHHUCTPATOpy JJs
JabHEHIIero NpUHATUS UM TPeOyeMBbIX Mep.

He nomxHO nomyckaThCs CaMOCTOATEIBHOE YAAJlEHHUE MOJIb30BATEISIMH 3apaskeHHBIX
daiinos.

OTkiIt04eHHe WM OTKa3 OT OOHOBIJIEHUSI AHTUBUPYCHBIX CpPEJICTB HE JOIYCKaeTcCs.
YcTraHoBKa 1 OOHOBJICHHE aHTUBHUPYCHBIX CPEACTB B YUPEKIACHUHU JIOJKHBI KOHTPOJIUPOBATHCS
aJIMHUHHCTPATOPOM MH(OPMAIITMOHHON 0€30MaCHOCTH U CUCTEMHBIM aIMUHUCTPATOPOM.

OTBETCTBEHHOCTH 32 BBINIOJIHEHHE TPEOOBAHUN IO aHTHUBUPYCHOMU 3alUTE JOKHA OBITh
BO3JIOKCHA Ha aIMUHHCTpPATOpa 0€30MacHOCTH YUPEKIEHHUS, a 00SA3aHHOCTH IO BBITOJTHEHHUIO
Mep aHTUBUPYCHOM 3alIUTHI JOJHKHBI OBITh BO3JIOKEHBI HA KaXIOTO COTPYIHUKA YUpeKICHUS,
uMeroero noctyn Kk APM.

JIoJKHBI MPOBOUTHCS IEPUOANYECKUE AaHTUBUPYCHBIE TPOBEPKH APM B COOTBETCTBUH C
«MHCTpYKIMEN IO OpraHU3aluy aHTUBUPYCHOU 3alLUTHD)



4.3.5. Opranusanusi B3auMO/1eiicTBUSI MeXKAY YAaJeHHbIMH CETMEHTAMH CeTH

B3aumMozeincTeue Mexay YOAJICHHbIMM CETMEHTAMM CETH JOJDKHO OCYILUECTBIATHCS C
ucnoap3oBanueM VPN-coennHeHHs, IOCTPOEHHOIO Ha OCHOBE MCIONb3YEMOM B KaueCTBE
TPAHCIIOPTHOM CPelbl TEJIEKOMMYHUKAIMOHHOM CETH IpOBaniepa.

Opranm3anuss VPN-cetm oOecrneuynBaeT 3ammry HH(pOpMAIuM, IeperaBaeMoil mpu
B3aUMOJICHICTBUM MEXJy CErMEHTaMH KOpPIOPATUBHOM CETH C IOMOILBIO  CIEIYHOLUX
MEXaHU3MOB:

- opranuzanus  WHUGPOBAHHOTO  JIOTHYECKOTO  COCAMHEHHS Ha  OCHOBE
KPUIITOAITOPUTMOB, cepTudunrpoBanHbix OCh PD;

- UCIIOJIb30BAaHUE HAJCKHBIX C TOUKHU 3peHusi 0€30MacHOCTH MH(OPMALIMK METO/I0B
ayTeHTU(UKAINK U CPEICTB oprann3amnuu VPN-cereil.

JlomkeH OBbITh OpraHM30BaH MOHUTOPHHT 32 YCTaHOBJICHHBIMHU VPN-coeqnHCHUSIMH.

B xaxmom cermeHTe HOMKEH OBITh PErjJaMEHTHPOBAH MEpeuYeHb OOBEKTOB JIOCTYIIA,
JOCTYIHBIX JJIs [TOJIb30BATENE BHEITHUX CETMEHTOB KOPIIOPATUBHOU CETH.

[Ipumenenne  HecepTU(UIMPOBAHHBIX  CPEIACTB  KPUNTOTPAPUUECKOW  3aIIUTHI
3anperaercs.

4.4, ®u3nyeckue Mepbl

®uznueckrue Mepbl 3allMThl OCHOBAaHbl HAa NPUMEHEHUU Pa3HOr0 poJa MEXAHMYECKHX,
ANEKTPO- WM  DJIEKTPOHHO-MEXAHUYECKUX  YCTPOWCTB M COOPYXKEHHM, CHEHHAIBHO
NpeIHa3HAYeHHBIX JJS CcO3/aHusl (U3MUECKUX TPEMATCTBUH HA BO3MOXKHBIX MYTAX
MPOHUKHOBEHHUSI M JOCTyNa IOTCHIMAJIbHBIX HAPYIIUTENEH K KOMIIOHEHTAM CHCTEMBI U
3amuiaeMon nHpopMaInu, a TaKkKe TEXHUYECKUX CPEJICTB BU3YallbHOTO HAOIOICHUS, CBSI3U U
OXPAHHOM CUTHAIU3AIUH.

dusnueckas 3alnTa 3JaHUN, TOMEIIEeHU, 00bEKTOB U Cpe/ICTB MHPOPMATU3ALUH JJOTKHA
OCYLIECTBIIATBECA IIYTEM YCTAHOBJIEHUS COOTBETCTBYIOIIMX IIOCTOB OXpPaHbl, C ITOMOIIbIO
TEXHUYECKUX CPEJCTB OXPAaHbl WM JIIOOBIMH JPYTUMH CHOCOOaMH, MPeAOTBPALIAIOIIUMHI WIIH
CYIIECTBEHHO 3aTPYAHSIOIIMMH IIPOHMKHOBEHHE B 3[aHHE, TOMEIICHHs ITOCTOPOHHUX JIUIL,
XHILEeHHEe MH(OPMAIIMOHHBIX HOCHUTENEH, caMUX CPeICTB MH()OPMATHU3AINH, WCKIHOYAIOIMMHU
HaXO0X/IeHWE BHYTPU KOHTPOJIUPYEMO (0OXpaHseMOi) 30Hbl TEXHUYECKUX CPEJICTB Pa3BEAKH.

4.4.1. YcTaHOBKA M UCNIOJIb30BaHHE CPEACTB OXPAHHO-TOKAPHOI CUTHAJIM3ALMHT

B INOMCIICHUAX quen(nemm JOJIXKHBI OBITh YCTAHOBJICHBL H€06XOI[I/IMBI€ 9JICMCHTbBI
CHUCTCMBI oxpaHHo-nomapHoﬁ CUTHAJIM3alluu: ObIMOBBIC HW/UIN TEIUIOBLIE MOXKapHbIC JaTUYUKH,
JaTYHUKH OXpaHHOﬁ CUTHaJIM3alluu, U3BCHIATCIIN, a4 TAKKEC CPCACTBA MOXKAPOTYIICHUS.

I[OJ'DKCH IMPOBOAUTHCA HepI/IOI[I/I‘{eCKI/Iﬁ HpO(I)I/IJIaKTI/I‘ICCKI/Iﬁ OCMOTpP YKa3aHHBIX CPCIACTB
Ha IpEAMET CBOCBPEMCHHOI'O BBIABICHUA HeI/ICHpaBHOCTefI.

4.4.2. YcTaHOBKA M UCNIOJIb30BaHUE CPeACTB (pu3nuecKkoi 3alMThI

[Tomemenust YupexxaeHus: JOJIKHbI ObITh 000PYA0BaHbI 3aUPAIOIIUMHI KOHCTPYKIUSMU
(31EKTPOMEXaHUYECKUMU 3aMKaMH).

[Tomemienusi, B KOTOPBIX BeneTcsi 0OpaboTka KOH(UIEHIMAIbHON HH(pOpMamuu, Mo
BO3MOXHOCTU JOJI’)KHBI 6I>ITI) 060py210BaHI)I JOOITOJIHUTCIBbHBIMHU Cpe)ICTBaMI/I Ol"paHI/I'-IeHI/ISI
noctyna (OonedaThIBalolIMe YCTPOWCTBA W T.I.) M 00OpYyAOBaHBI cedidaMu ISl XpaHEHUs
HOCHUTENECH KOHPUICHITMATHHON HH(POPMAIIMA U MaTePUATBHBIX IIEHHOCTEH.

5. KoutpoJib 3¢ (peKTUHBHOCTH 321U THI

D¢ deKkTUBHOCTh 3amUTBl WH(POPMAlUM — 3TO CTEMEHb COOTBETCTBHUS PEATHHOTO
¢ynkunonupoBanus u coctostHus C3U mocTaBIeHHBIM LENSM.



OCHOBHBIM TIPUHITUIIOM OIEHKH 3(P(EKTUBHOCTH SBISCTCS TOCTOSHHBIH KOHTPOJIb
BBITIOJTHEHMSI TpeOOBaHUUN NEHCTBYIOIIUX 3aKOHOJATENbHBIX, HOPMATHBHO-METOJIUYECKUX U
OpraHU3aIMOHHO-PACTIOPSAIUTEIBHBIX JOKYMEHTOB 110 JAHHOM MpooJieMe.

Jiis otieHkH 3P PEKTUBHOCTH HCTIONB3YIOTCS TOKA3ATENH, ONPeIesieMble ICHCTBYIOIIUMU
HOpPMaMHM, yCTaHOBJEHHbIMH HOpMaTUBHBIMU JokymMeHTaMu PCTIK, ®Cb u mokymeHTamu
YupexneHus.

Kontpons 3¢dekTuBHOCTH TPOBOIUMBIX MEPONPUATHA IO 3amuTe HHPOPMAIMU U
BBINIOJHEHUST TpeOoBaHuii [loyoKeHHsT OCYIIECTBISIETCS JIMIIAMH, OTBETCTBCHHBIMH 3a
6e3omacHOCTh MH(pOpMANUU B YUPEKAEHHH, C JOKJIAZAOM PYKOBOACTBY YupexaeHus. CocraB
COTPYJHHMKOB, OTBETCTBEHHBIX 3a IPOBEICHHWE KOHTPOJIBHBIX MEPOIPUATHH, ONpenesseTcs B
cootBercTBUH ¢ [lonoxenuem.

HenocpenctBeHHbI KOHTPOJIb 3a BbINIOJHEHUEM TpeOoBaHuil [lonoxenus npu oopadoTke
KN ocymectBisercs aIMUHUCTPAaTOpOM HH(POPMALMOHHOM Oe3onmacHocTd. KoHTponb Moxer
IPOBOJUTHCS B XO/I€ PA3TUYHBIX IIPOBEPOK HA PaOOYHNX MECTax.

Heo6xo011uMo OTClIeKUBATh COCTOSIHUE pabOTHI BeeX 351eMeHToB C3M, BXOIAIIMX B COCTaB
3alUTHBIX MEXaHU3MOB U COOTBETCTBYIOIIUX MEP U MEPONPUSTUNH, KOPPEKTHOCTh BBIIOJIHEHUS
UMM CBOMX (DYHKIMI U COOTBETCTBMS PE3YJIbTATOB UX BBIIOJHEHMS 3aJjaHHBIM ITOKa3aTensiMm. B
HeNsX oleHKH Y deKTUBHOCTH neiicTByromei C3U npoBoauTcs ee ayauT.

Aymur C3U VYupexaeHuss MOXKET ObITh BHYTPEHHHM WM BHEIIHMM. [lopsnok u
NEPUOANYHOCTD IIPOBEICHNSI BHYTPEHHETO ayIUTa ONIPENEISIETCS PYKOBOACTBOM Y UPEKICHMS Ha
OCHOBE IOTPEOHOCTEH B TaKoi AesTenbHocTH. BHemnuit ayaut C3U npoBoaUTCS HE3aBUCUMBIMU
ayIMTOpaMH.

enp ayaura C3M cocTOUT B MpOBEpPKE U OLEHKE €€ COOTBETCTBHS TPeOOBAaHUSAM
HacTosuero [lonoxxenuss U Apyrux NpUHATHIX B OPraHU3allMM HOPMATUBHBIX aKTOB IO 3alllUTe
uHpopmanuu. Aynut C3U nomkeH NpoBOAUTHCS NEPHUOANYECKH.

IIpu nposepenun aynuta C3U NOMKHBI MCHONB30BAaThCS CTaHAAPTHBIE MPOLEAYPHI
JIOKYMEHTaJIbHON IIPOBEPKH, OIIPOC U MHTEPBBIO C PYKOBOJICTBOM M IEPCOHATIOM YUPEKICHHUS.
[Tpr HE0OXOMMOCTH YTOUHEHUS Pe3yJIbTaTOB JOKYMEHTAIbHON MPOBEPKH, OIIPOCOB U HHTEPBBIO
B paMKax BHyTpeHHero ayauta C3U B kauecTBe JOMOTHUTEIBHOTO CII0C00a MOXKET NIPUMEHSThCS
«TIpoBEpKa Ha MeCTe», KOTOpas MpPOBOAUTCSA Ji1 OOECIeYeHHs] yYBEPEHHOCTH B TOM, 4TO
KOHKPETHBIE 3aIUTHBIE MEpBl PEATU3YIOTCS, IPAaBUIBHO HCIIOJB3YIOTCI U IPOBEPSIIOTCS C
MOMOIIbIO TeCTUpOBaHMsL. OOCTOATENBCTBA, IPU KOTOPBIX TPEOYETCs TONOJHUTENBHBIN c110cO0 B
pamkax BHyTpeHHero ayauta C3U, mokHBI OBITH ONpEAENeHbl M COTJIACOBAHBI B IIJIaHE
MIPOBEJICHUS ayIquTa.

[Ipu mnpoBenenum BHyTpeHHero ayauta C3M Moryr uCHosib30BaThCs  KYypHAIIBI
perucTpali COOBITHH, BeAyIIMECs aJMHHUCTpAaTOpaMH HWH(POPMALMOHHON 0e30MacHOCTH
VYupexnenus u GpopMupyeMble Ha OCHOBE JaHHbIX MOHUTOpHHra C3U.

[Tpu npoBenenun BHenrHero ayauta C3U pykoBocTBO YupexaeHus JOIKHO 00€CTIeYUTh
JIOKYMEHTAJIbHOE U, €CIIM 3TO HE00X0IMMO, TEXHUUYECKOE TIOATBEPKICHHE TOTO, UTO:

- MOJIOKEHUE OTPAXKAET TPEOOBAHUS U LIETH Y UPEIKICHUS;

- OopraHu3alMoHHas cTpyKTypa ynpasieHuss C3U co3znana;

- MPOIIECCHl BBIMOJHEHUS TPeOOBaHM MO 3amuTe WHOOPMALUU pPeaTu3yrTCs U
YIOBIIETBOPSIIOT MTOCTABICHHBIM IIEJISIM;

- 3alIUTHBIE MEphl (HAMpUMEp, MEXKCETEBBIE OKpPaHbI, CPEACTBA YIPABICHHS
(U3UYECKUM JOCTYIIOM) HACTPOCHBI U UCTIONB3YIOTCS MPaBUIIBHO;

- OCTAaTOYHBIC pI/ICKI/I OILICHCHBI U OCTAKOTCS HpI/IeMJIeMBIMI/I JUUIA OpFaHI/IBaI_[I/II/I;

— pPEKOMEHJAUK TpealecTByomux ayautoB C3U1 peannzoBaHsbl.



AyIUTOPCKHMI OTYET [IOJDKEH XPAHUTHCS B YUPEKICHUU B TEYEHUE YCTAHOBIECHHOTO
BpeMeHU. JlocTyn K ayJIUTOPCKOMY OTYETY JOJDKEH OBITh pa3pelieH TOJbKO PYKOBOJICTBY
OpraHu3ali U OTBETCTBEHHOMY 3a 0€30MacHOCTh HH(GOpMaILlUU B Y UPEKICHUU.

3ammra wuHopMamuu  cumTtaercss A((EKTUBHOW, €CIM TNPUHUMAeMble  MeEpbI
COOTBETCTBYIOT YCTaHOBJICHHBIM TPEOOBAHUAM MIIM HOPMaM.

HecoorBeTcTBHE IIPUHUMACEMBbIX MEP YCTAaHOBJICHHBIM Tpe6OBaHI/I${M HJIX HOpMaM
SABJIACTCA HAPYHICHUCM.

6. OTBETCTBEHHOCTH

Bce corpymnuku YupexxaeHus, JONYIICHHbIE B YCTAHOBJICHHOM TMOpsJIKEe K pabore ¢
3ammiaeMol  MHdopMarnueil, HecyT aIMUHHMCTPATUBHYIO, MAaTEepUAlIbHYIO, YTOJIOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBHM C JICHCTBYIOIIMM 3aKOHOJATEIbCTBOM 3a oOOecredeHue
COXPaHHOCTH TaKoi HH(pOpMaLUU U cOOII0AEHUE TPAaBUII paOOTHI C HEH, YCTAHOBJIEHHBIX JaHHBIM
IlonoxkeHneM M HMHBIMH OpPraHU3ALMOHHO-PACHOPAIUTEIBHBIMU JTOKYMEHTAMH Y UYPEKICHHUS,
pa3paboTaHHBIMH Ha €T0 OCHOBE.

OTBETCTBEHHOCTb 3a JI0BEJeHUE TpeboBaHUi HacTosiero [lonoxeHus 10 cOTpyIHUKOB
VYupexneHus u odecrieueHue MEPOIIPUATHI 10 UX PeATM3aLUU HECET PYKOBOJICTBO Y UPEKICHHUS.

Bce corpyanuku Yupexaenus 00s13aHbl HEYKOCHUTEIBHO COOJTI0IATh OTHOCSIIIHECS K HUM
TpeboBaHus Hactosuiero [lomoxeHus.

OTtka3z cobOmogate Hactosimee IlojoeHne MOXeT TOABEPrHYTh 3aIlUIIAEMYIO
uHpopMalMio YUpexJAeHUs HEAONMYCTUMOMY pPHCKY MOTepU IIEJIOCTHOCTH, JIOCTYMHOCTH,
aKTYaJIbHOCTH WJIM KOH(PHUICHIIMAIBHOCTHY TIPH €€ XpaHEeHUH, 00paboTKe WK Tiepeaaye.

Hapymenus cotpyaHukamMu Y upex1eHus MOJ0KEHUNW, MHCTPYKIUNA, PYKOBOJICTB M UHBIX
OPraHU3aLMOHHO-PACIIOPAIUTENBHBIX JTOKYMEHTOB, NOAJAEp)KUBAOIIMX JHaHHOe [losoxenue,
OyIyT paccMaTpuBaThCsi PYKOBOJCTBOM YUPEXKACHUS B aJIMUHUCTPATUBHOM TMOPSAKE U
JUIa-HApYIIUTEeNn OyayT MPUBJIEKAThCS K OTBETCTBEHHOCTH B YCTAHOBJIEHHOM JEHCTBYIOIIUM
3aKOHO/IATEIIbCTBOM IOPSIJIKE.

7. Meponpusitusi no peaausanuu TpedoBanuii [lonoxenus

CocTaB, TOpSAIOK, CPOKHM WCIIOJIHEHUS YKa3aHHBIX MEPOIpPHUATHH, a TakxkKe JIHIA,
OTBETCTBEHHBIE 3a UX MPOBEJCHHE, YKa3bIBAIOTCS B pa3pabaThIBA€MbIX HA OCHOBAHUU JIAaHHOTO
ITonoxeHus TOKyMeHTax.

B coctaB naHHBIX MEPONPUITUNA JOKHBI OBITh BKIIOUYEHBI CIEAYIOIIUE MEPHI:
OpranuszauuoHHbIe:

- pa3paboTKa COOTBETCTBYIOIIETO KOMIUIEKCA OpPraHH3allMOHHO-PACTIOPSIIUTETLHON
JOKYMEHTAI[MH, BKIIIOYAIONIEH pa3inuHble WHCTPYKIIUU, PYKOBOJCTBA, MOJOXKEHUS W TPOYHE
JIOKYMEHTHI;

- o3HakomsieHHEe ¢ llosokeHueM ¥ COOTBETCTBYIOIIMMHM HHCTPYKLUUSMH H
PYKOBOJCTBAMH COTPYAHHUKOB Y UPEKICHHS O] POCIIHCh;

- o0y4yeHHe COTPYJHHKOB YUpEKJCHUS OCHOBaM o0ecredeHus Oe30MacHOCTH
nH(popmaIuu, B cirydae He0OOXOAMMOCTH;

- KOHTPOJIb 32 BBINIOJHEHHEM TpPeOOBaHUI OpraHU3aIMOHHO-PACTIOPSIUTEILHON
JOKYMEHTaLUH.

Texaunueckue:

— MOHHTOPHHT yIpo3 0€30MacHOCTH HH(pOpMAIIHH;
— BHEJIPEHUE TEXHUYECKUX U MIPOTPaMMHO-AIIAPATHBIX CPEICTB 3aIIUTHI;



- NoJ/Iep)KaHUe YKa3aHHBIX CpPEACTB B pabOTOCIIOCOOHOM COCTOSIHUHM, HX
TEXHUYECKask MOJIEPIKKA U 00CTyKUBaHHE;

- TEXHUYECKUHA KOHTpOJIb 3a coOmojgeHneM TpeOoBanuii [lonmoxkenuss wu
NOAJEP/KUBAIOIIUX €0 JOKYMEHTOB;

- OCYIIIECTBJIEHUE COOTBETCTBYIOLIUX MepornpusaTuil no 3.

8. 3akoHonaTe/bHASI 1 HOPpMATUBHAas 6a3a

— HokTtpuna  uH(popmanuoHHOW  Oe3zomacHocTH  Poccmiickoit ~ denepanuu,
yrBepxkaenHas [Ipesunentom Poccuiickoit @eneparuu ot 05.12.2016 No 646.

— ®enepanbubiii 3akoH Poccuiickoit @enepanuu ot 06.04.2011 Ne 63-D3 «O6
ANEKTPOHHOU IOJITHCH.

- Oenepanbublii 3akoH Poccuiickoit denepammu ot 27.07.2006 Ne 149-d3 «O6
uHpOopMaLnu, UH(HOPMAILIMOHHBIX TEXHOJOTHX U O 3alUTe HHPOPMALUN».

— ®enepanbublii 3akoH Poccuiickoit ®@enepanun ot 27.07.2006 Ne 152-®3 «O
NEPCOHAIBHBIX JTAaHHBIX).

— Vka3 Ilpesunenta Poccuiickoit ®enepammu ot 06.03.1997 Ne 188 «O06
YTBEP)KJICHUU NEPEUHs CBEACHUH KOH(DUICHINAIBHOTO XapaKTepay.

- [TocranoBnenue IIpaButenbctBa P® ot 01.11.2012 Nelll9 «OO6 yTBepkacHUH
TpeOOBaHUH K 3alllUTe NEPCOHANBHBIX IaHHBIX IIPU UX 00pabOoTKe B UH(OPMAIIMOHHBIX CUCTEMaX
NEPCOHAIBHBIX JTaHHBIX.

- [Tpuxaz ®CTOK Poccun ot 18 ¢eBpana 2013r. Ne21 «CoctaB u conuepkanue
OpPraHU3aIMOHHBIX M TEXHUUYECKUX MEp M0 o0ecredeHno 0€30MacHOCTH NePCOHANBHBIX JaHHbBIX
pu UX 00paboTKe B UH(POPMALIMOHHBIX CUCTEMAaX IEPCOHAIbHBIX JIaHHBIX.

- [Tpuka3z ®CTIK Poccuu ot 11.02.2013 1. Ne 17 «O0 yTBEepk1eHUN TPEOOBAHUH O
3amTe WHGOpPMAlMU, HE COCTaBISIONIEH ToCylapCTBEHHYIO TaliHy, cojepxalieiics B
MH(OPMALIMOHHBIX CHCTEMAX).

- bazoBast mosiens yrpo3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX MPHU UX 00paboTKe
B UHQOPMALIMOHHBIX CHCTEMax IEepPCOHAIbHBIX JaHHBIX, yTBepxkaeHHas DPCTIK Poccumn
ot 15.02.2008.

- npuka3z PenepaibHOTO areHTCTBa IMPaBUTEILCTBEHHON CBSI3M M HH(QOpMAaLUH
npu Ipesunente Poccuiickoit deneparyu ot 13.06.2001 Ne 152 «O6 yTBepkKI€HUH HHCTPYKIIUU
00 opraHu3anuu U odecreyeHn 0e30MacHOCTH XpaHEeHUs, o0pabOTKU M Mepeiayu 1Mo KaHaiam
CBSI3U C UCMOJIB30BAHUEM CPEICTB KPUITOIpapUUECKON 3alUThl HHPOPMALIUU C OTPaHUYEHHBIM
JIOCTYTIOM, HE cofiep Kalllel CBEAEHH, COCTABISAIONIUX TOCYIapCTBEHHYIO TalHHY».

— npukaz @Cb Poccum ot 10.07.2014 No 378 «OO0 yTBepKIeHWU COCTaBa W
COJIepKAHMSl OPTaHM3ALMOHHBIX M TEXHUUYECKUX Mep IO OOecleyeHno Oe30MacHOCTH
MEPCOHAIBHBIX JIaHHBIX MNpH UX 00paboTKe B HMH(POPMAIMOHHBIX CHCTEMaxX MEePCOHATBHBIX
JTAHHBIX C UCTOJb30BAHUEM CPEICTB KPUMNTOTpapHUECKON 3aluThl HHPOPMALIMU, HEOOXOJUMBIX
JUIsL BBITIOJIHEHUSI ycTaHOBiEeHHbIX [IpaButenbctBom Poccuiickoit ®enepannu TpeOoBaHU K
3allUTE NEPCOHAIBHBIX JAHHBIX Ul KaKI0T0 U3 YPOBHEHN 3aLUIIIEHHOCTH.

- PYKOBOIAIIMNA JTOKYMEHT «3alquTa OT HECAaHKIIMOHUPOBAHHOIO JOCTyNa K
uHpopmanuu. TepMHHBI U omnpeneneHus» (yTB. pelieHueM mnpezcenartens [ocTexkoMuccuu
Poccun ot 30.03.1992)

- HopmatuBHO-MeTOIMUYECKUMI ~ NOKYMEHT  ['OCynapCTBEHHOM  TEXHUYECKOU
komuccun 1npu  llpesugenre Poccuiickoir @enepamun  «CrenuanbHble  TpeOOBaHHS U
PEKOMEHJAIMA TI0 TeXHWYeckor 3ammre KoHpuaeHnuanpHo wuHpopManuu (CTP-K)»,
yTBepkAcHHbIN npuka3zoM ['octexkomuccun Poccun ot 30.08.2002 roga Ne 282.

- uHpopmannonnoe coodbmenne ®CTOK Poccum ot 15.02.2021 Ne 240/22/690
«O0 yTBepxkaeHMN METOIMKH OLIEHKH yrpo3 0€30MacHOCTH HH(POPMAIIHI.
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